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Overview

The ODBC Client Driver provides an easy and reliable way to connect ODBC data sources to OPC Client
applications, including HMI, SCADA, Historian, MES, ERP and countless custom applications. It provides single-
point access to multiple ODBC data sources via ODBC. Through the power and speed of OPC, the server can offer
ODBC data to any OPC/DDE enabled client.

ODBC Client Driver Features

« Multiple connection sessions to multiple ODBC data sources.

. Read/Write to the SQL engine.

. Automatic tag generation based on tables, queries, and stored procedures from the ODBC data source.
« OPCDA.

« Drag and drop editing.

« CSVimport and export for easy manipulation of tags.

. Data Scaling.

. System Tags for general error feedback to client applications.

. Tags that can be added to the application at any time (even at Runtime).

« The ability to run as a System Service.

« Abuilt-in User Manager for complete control over individual users' functionality and privileges.

External Dependencies

This driver has external dependencies. It requires Microsoft Data Access Components (MDAC), which consist of
several core components that provide various database technologies (including ODBC and its drivers).
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Driver Setup

Supported ODBC Data Sources
The following ODBC-compliant data sources are supported:

« Microsoft Access

« Microsoft SQL

. MySQL*

« Oracle

« Sybase
*If the project uses a MySQL data source, users must select MySQL from the Model drop-down list when
creating a device. This will make the driver accommodate MySQL's data handling requirements. The PC that is
running the OPC server must have the MyODBC driver installed, as well.

Communication Protocol
ODBC API

Maximum Channels and Devices

The maximum number of channels supported by this driver is 256. The maximum number of devices supported
per channel is 4096.

Note: In this driver, the channel corresponds to the ODBC Driver and its particular ODBC data source.

Data Source Setti ngs

The Data Source Settings tab is used to configure various data source settings.

Channel Properties ﬁ

General ] Write Optimizations ] Advanced Data Source Settings l

Data Source Selection

Data source:  [FENETIT- S ~ |

User name: |

Password: |

Corfigure DSN

Login timeaut: |5 _|:| seconds

oK Cancel Help
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Descriptions of the parameters are as follows:

. Data Source: This parameter specifies the Data Source Name (DSN). A DSN must be created and
configured for the data source before it will appear in the menu.

. User Name: This parameter specifies the user name. It is only needed if required by the data source
(such as in SQL server authentication).

. Password: This parameter specifies the password. It it only needed if required by the data source (such
as in SQL server authentication).

. Configure DSN: When clicked, this button will prompt the user to configure the DSN for access to a
particular ODBC database.

. Login Timeout: This parameter specifies the number of seconds that the server will wait for a response
before timing out when attempting to connect to the ODBC data source. The valid range is 1 to 99999
seconds. The default setting is 5 seconds.

Note: Some data sources can use Windows NT Authentication to gain access to the data source. If the data
source is configured to use Windows NT Authentication, it will ignore the User Name and Password and will use
the Network Login ID instead. For more information, refer to Data Source Authentication.

Configuring a DSN

The example below uses System DSNs, which are local to the computer but not user-dedicated. This means that
they can be accessed by any user with privileges. User DSNs, which are also local to the computer, are only
accessible by the current user. System DSNs must be used when the OPC server is configured to run as a System
Service; otherwise, tags will neither be automatically generated nor be Good quality in projects in which they are
already contained.

1. Tostart, click Configure DSN to invoke the Microsoft® ODBC Data Source Administrator.

2. Then, map an ODBC data source to a data source name.

Note: Once a DSN has been created successfully, it will appear in the Data Source drop-down menu. For
more information, refer to Data Source Setup.

Data Source Setup

For information on using the ODBC Client Driver to configure a data source in the OPC server, refer to the
instructions below.

Important: Users can configure a DSN using the Microsoft® ODBC Data Source Administrator launched from the
operating system's Start menu. Because the server is a 32 bit application, it is necessary that the 32 bit version
of the administrator be used when configuring a System DSN. A 64 bit operating system will launch the 64 bit
version of the administrator by default; therefore, users may need to browse to the SysWOW64 directory to
access the 32 bit version.

Note: If using MySQL, the ODBC Driver must be installed on the PC that is running the OPC server.
1. Tostart, open the OPC server and create a new channel.
2. Next, right-click on the channel name and then select Properties | Data Source Settings.

3. Then, click Configure DSN.
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Channel Properties

==

— Diata Source Selection

General | Write Optimizations | Advanced Data Source Settings

Data source: ;I
User name:
Password:
Configure DSN |
Login timeout: _I seconds
OK | Cancel Apply Help

b

Note: This example uses System DSNs, which are local to the computer and can be accessed by any user
with privileges. User DSNs, which are local to the computer but only accessible by the current user, can

also be chosen.
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4. Next, click Add.

i ™
;| CODBC Data Source Administrator M

lUser DSW  System DSN | File DSM I Drivers I Tracing I Connection Pooling I About |

System Data Sources:
Name | Driver | Add..

Remove

Configure. ..

An ODBC System data source stores information about how to connect ta
m; the indicated data provider. A System data source is visible to all users
= aon this machine, including NT services.

oK Cancel sepl | el

.

5. Then, select the desired data source. In this example, a SQL Server data source is used.

i %
Create Mew Data Scurce u
Select a driver far which you want to set up a data source.
Mame | Vemsion =
Microsoft FoxPro WFP Driver (*.dbf) 1.00.02 .00
Microsoft ODBC for Oracle 6.01.7601
Microsoft Paradox Drver (".db ) 6.01.7601
Microsaoft Paradox-Treiber (~.db ) 6.01.7601
Micrasoft Text Driver (" bd; *.csv) &.01.7601
Microsoft Text-Treiber ("hd; *.csv) 6.01.76071 —
Microsoft Visual FoxcPro Driver 1.00.02.00 =
Microsoft Visual FoxPro-Treiber 1.00.02.00
6.01.7601 _
1 | i | b
< Back Firish Cancel
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6. Name the ODBC data source, and select the SQL database to which it will connect. Then, click Next.

7.

-

Create a New Data Source to 5L Server

|

connect to SQL Server.

This wizard will help you create an ODBC data source that you can use to

| What name do you want to use to refer to the data source?

;" Mame: |pubs

How do you want to describe the data source?

Description: |

Which SGL Server do you want to connect to?

Server: |SGL

Finish | Mext >

Cancel Help

L

In Microsoft SQL Server DSN Configuration, the Windows NT Authentication option should be

selected by default. If it is not, select it and then click Next.

Create a New Data Source to SQL Server

=)

entered by the user.

click Client Configuration.

How should SGL Server verfy the authenticity of the login D7

| = With Windows NT authentication using the network login 1D

j-f With SQL Server authentication using a login |0 and password

To change the networlk librany used to communicate with SGL Server,

Cliert Configuration...

additional corfiguration options.

r LConnect to SQL Serverto obtain default settings for the

< Back et =

Cancel Help

Note: If running the OPC server in System Service mode, refer to Running as a System Service.

Next, check Change the default database to and then select the desired database from the drop-down
menu. Select the default database if the desired database is not available.
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10.

10

Create a New Data Source to 5QL Server Iﬁ

[v Change the default database to:

| |pubs ﬂ
[ Attach database filename:
z |

r reate temporary stored procedures for prepared SGL statements
and drop the stored procedures:

r~
~

v Use ANSI quoted identifiers.

v Use ANSI nulls, paddings and wamings.

lUse the failover SQL Server if the primany SGL Server is not
available.

< Back et = Cancel Help

L

Continue through the wizard, keeping the remaining settings at their default values.

Upon completion, test the data source connection by clicking Test Data Source. If the connection is
good, users will receive the message "Test Successful."
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ODBC Microsoft SQL Server Setup

==

Anew ODBC data source will be created with the following

configuration:

Microsoft SQL Server ODBC Driver Version 06.01.7601

Data Source Name: pubs

Data Source Description:

Server: SQL

Database: (Default)

Language: (Default)

Translate Character Data: Yes

Log Long Running Queries: Na

Log Driver Statistics: No

Use Regional Settings: Mo

Prepared Statements Option: Drop temporary procedures on
disconnect

Use Failover Server: No

Use AMNSI| Quoted ldentifiers: Yes

Use AMNSI Mull, Paddings and Wamings: Yes
Data Encryption: Mo

........

oK | Cancel |

Auto Tag Database Generation Options

The Automatic Tag Generation Options can be used to control how tags are automatically generated in the
server's tag database. Tags that are automatically generated will differ depending on the type of access method

selected.

www. kepware.com



ODBC Client Driver Help 12

- N
Mew Device - Auto Tag Database Generation Options u

ou can control how tags are automatically
enerated by setting the following properties.

Mote: Auto generated tags can be later modified
hrough the server's tag database.
[~ Set write access for imported database tags

Limit impaort to the following columns:

Mepdmum records to import : 0 -

< Back Cancel | Hep |

Descriptions of the parameters are as follows:

. Set Write Access for Imported Database Tags: This parameter specifies the default Write privileges
for all access methods (including Fixed Table, Dynamic Table, Query, and Stored Procedure) when
automatically generating tags. It only sets the tag's access privileges to Read/Write in the server: it does
not affect the field's access privileges in the database.

Note: Some data sources (such as Excel) do not support Writes.

. Limit Import to the Following Columns: This option specifies the data source's table columns that
will be imported into the tag database. This option only applies to Fixed Table.

« Maximum Records to Import: This parameter specifies the maximum number of records to import. The
default setting will automatically generate tags for all records in the table, but users can limit the number
is desired. This parameter only applies to Fixed Table. The default setting is 0.

Timing Options

For better performance, the ODBC Client Driver can query the data source for updates at an interval that is
independent of tag update rates.
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- '1
Mew Device - Timing Options M

For better pedformance, this driver gueries the
data source for updates at an interval that is
ndependent of the tag update rates.

“fou can set how often the driver should requeny
the data source. The valid range is 100 to
S99935999 miliseconds.

Queryinterval: |25 —o milliseconds

< Back Mest = Cancel Help

Description of the parameter is as follows:

. Query Interval: This parameter specifies the frequency that the driver will query the data source for the
latest data values. The valid range is 100 to 99999999 milliseconds. The default setting is 250
milliseconds.

Data Source Access Methods

Access Method Selection

Before live data can be accessed with this driver, a method must be chosen that defines how it will be accessed.
Options include Fixed Table, Dynamic Table, Query, and Stored Procedure. For more information, select a link
from the list below.

Tables

uery
Stored Procedure

Once a channel with a defined ODBC data source is created, users must create a device that corresponds to a
certain access method to the ODBC data source. This can only be selected during device creation.
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-

Mew Device - Data Source fccess Method

Access method selection:

Select the method this device should use to
retrieve data from the data source. Valid
methods are Fieed Table, Dynamic Table,
Cuery, or Stored Procedure.

Mote: Onby methods supported by the data
source are available for selection.

< Back

Mest =

Cancel Help

e

Note: Users may receive a message that states the driver was unable to retrieve a data source component. It is

important to verify in the ODBC administrator that the path to the data source is correct for the DSN. For more
information, refer to Data Source Setup and ODBC Client Driver Specific Messages.

Tables

Data can be retrieved from an ODBC data source table through the Fixed Table or Dynamic Table access methods.

. Fixed Table: This access method allows access to each item in the ODBC data source table. After creating
a device through the specified Fixed Table method, the driver will create tags in the server's tag database
that correspond to each item in the ODBC data source table.

. Dynamic Table: This access method allows access to a single record set in an ODBC data source table

via record tags. The record tags correspond to their respective columns in the data source table, and are
dynamically controlled via internal control tags (which are accessible from a client application). This
allows users to work with a particular record set in the table.

Note: The table below displays a list of the internal control tags that can be used to access the data.

Dynamic Table Control Tags Access Description

Move Read/Write Move a specified number of records forward
(positive value) or backward (negative value) in a
table.

MovePrev Read/Write Move to the previous record (on write complete).

MoveNext Read/Write Move to the next record (on write complete).

Movelast Read/Write Move to the last record in the table (on write
complete).

MoveFirst Read/Write Move to the first record in the table (on write
complete).

CurrentRecord Read Only The index of the record that is currently being
accessed.

RecordCount Read Only Number of records are in the table.

Note: The driver must have access to the database via ODBC for the table query to execute properly.

Selecting Tables
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Once an access method has been selected, users can select a table from which data will be accessed. All table
names in the ODBC Data Source are available for selection. Once a table name is selected, the driver can be
configured to automatically generate tags to represent the data in the table. For more information, refer to Auto
Tag Database Generation Options.

Table selection: [T R -

Query

The ODBC Client Driver supports SELECT queries in which a tag database can be created and defined according
to specific needs. Users can retrieve tags from whole tables and specific records.

Device Properties liE-J

General Cuery SEﬁiHQSI Tlming] Miscellaneous

Cuerny:
Select * From Data_T able ‘Where Data_Sting ='a'

Walidate Update Tags

Auto-Tag Generation Options

[ Set write access for imported database tags

QK Cancel Help

b

Descriptions of the parameters are as follows:

« Query: This field is used to enter a query.

. Validate: When pressed, this button determines whether a query is valid or invalid.

. Update Tags: When pressed, this button updates the tag list with the tag database created from the
query.

. Set write access for imported database tags: When checked, this button will set write access for the
imported database tags. The default setting is unchecked. For more information, refer to Auto Tag
Database Generation Options.

Using the Query Access Method
For information on retrieving tags based on a query, refer to the instructions below.

Note: The driver must have access to the database via ODBC in order for the query to execute properly.
1. In Query, type a SELECT query.

Note: Some ODBC data sources do not allow queries. For more information, refer to the data source's help
documentation.
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2. Next, click Validate. If no error message is received, the query is valid. If an error message is received,

the query is invalid.

3. Ifthequeryis valid, click Apply. A tag database will then be created based on the query. If the query is
invalid, users must fix the query or data source connection and then re-attempt validation.

4. Next, click Update Tags to update the tag list. This must be done for any change made to the selected

stored procedure.

Important: In order for tags to generate, the query must result in at least one returned record. A null return will
neither generate tags nor post error messages (since it is not considered to be an error).

Using the Data Source Query Format

For information on creating a query to retrieve specific data rows from a table, refer to the instructions below.

1. In Query, add a search condition to the query using the following format:

SELECT [column1, column2, ...] FROM [table] WHERE [search condition];

2. The general format of a search condition is as follows:

WHERE [expression] [comparison operator] [expression]

Note: When using specific strings in the expression, single quotes may be needed. For example, "Select

job_desc WHERE jobname = 'manager'".

-

Miscellaneous

-
Configuration | = | E &J
File Edit Wiew Tools Runtime Help
J2 d nE]'| Channels/Devices ~| 5 [ 0 &7 i&l=| ¥ ¥ By b |
ETP Channell Tag Mame | Address | Data Type | Scan Rate
=] Devicel £/ Data Byte_ 01 Data Bvte[1]  Byte 100
-7 Data_Byte 6 Data_Byte_ 02_  Data Byte[2]  Byte 100
-7 Data_Double 64 Data_Byte_ 03_  Data Bvte[3]  Byte 100
-7 Data_Long £/ Data_Evte_ 04 Data_Bvte [4] Bryte 100
-7 Data_Short ¢ Data Byte 05 Data_Byte [5] Byte 100
-7 Data_Single 6 Data_ Byte_ 06 Data_Byte [5] Eivte 100
.[i7) Data_String 6/ Data_Byte_ 07 Data_Byte [7] Byt 100
[ DataKey @ Data_Byte__06_  Data_Byte[s]  Byte 100
@ Data_Fyte_ 09 Data_Fyte [9] Byte 100
IE & ¢/ Data_Byte_ 10_  Data_Byte[10]  Byte 100
b g 4 I [ 3

The Miscellaneous property dialog is only available to the Query access method.
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-
Device Properties

=

General Query Settings Timing Miscellaneous

Set the column that should act az the tigger for thiz gueny. This column will be
updated azt to indicate that all ather columnz have been updated:

D atak.ey

oK

Cancel

Help

Description of the parameter is as follows:

. Trigger Column: This parameter specifies the field or column in the database that should be updated
last. It is typically used as a trigger to indicate to the connected client that all other fields have been
updated and can be processed. An example of the syntax is "Select job_desc WHERE jobname =

'manager".

Note: When the Trigger column name is set to "job_id" the data in that field will be updated last.

Stored Procedure

The ODBC Client Driver supports access to stored procedures. Guidelines for accessing stored procedures on the

ODBC data source are as follows:

« The data source must support stored procedures.

« Atleast one custom stored procedure must be contained and tested by the data source before users can
attempt to create and connect to the tag database via the ODBC Client Driver.

« The current account must have permission to access the stored procedure.
« Thedriver must have access to the data source via ODBC so that it can access and execute the stored

procedure properly.

Note: The ODBC Client Driver uses MyODBC to communicate with MySQL. At the time of release, MyODBC did not
support stored procedures; as such, the ODBC Client Driver's support of MySQL does not include stored

procedures.

Data Source Stored Procedure Selection

www. kepware.com
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New Device - Data Source Stored Procedure Selection X|

Select the stored procedure vou want ko attach
ko thiz device, All elements that belang ta thiz
ztared procedure will be accezszible from thiz
device.

Maote: To access data from more than one stored
procedure, you will need to add anather dewvice.

Stared procedure selection:

[ Clear inputs after each execution.

Beinitialize ztored procedure when the last tag
referenced iz remowved.

< Back I Ment » I Cancel Help

Descriptions of the parameters are as follows:

. Stored procedure selection: This parameter specifies the stored procedure from which tags will be
retrieved.

. Clear inputs after each execution: When checked, the OPC server will clear the input values after the
stored procedure is executed, thus returning it to the appropriate value for its data type. The default
setting is unchecked.

. Reinitialize stored procedure when the last tag referenced is removed: When checked, the OPC
server will reset the input values after the last active client is disconnected from the server. When
unchecked, the input parameters will retain their last known values when the client is reconnected. The
default setting is checked.

Creating the Tag Database

Once the stored procedure has been selected, users can continue through and finish the Device Wizard. The tag
database will then be created based on the selected stored procedure. An internal control tag will also be created
in the database to allow the procedure to execute. After all input values have been set to the stored procedure,
users can write a value to this control tag to execute the stored procedure (if applicable).

Stored Procedure Tags Access Description
Execute Read/Write Execute stored procedure (on write complete).

The example below displays a tag database that was created from a successful stored procedure.

File Edit Wew Users Tools Help
el @il F o tB2BEREX | blAuEes
E|{;-7 Tag Marne | Address

- fMM StdProc H Execute <INTERMALTAG WAR="Execute” />

il input_output__a s

il input_output__b [l

i input_output__c (o

il input_output__d (ad

il input_output__e (e

¢ Joutput_ RETURM_WALIJE  @RETURM_WALUE

1] | i
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Selecting a New Stored Procedure

Once a device has been defined with a stored procedure, a new stored procedure may be selected. Alternatively,
the tags in the selected. To do so, open Device Properties | Stored Procedure. Then, select a new stored
procedure: the server will automatically update the tag list for the device.

Note: To manually update the tag list, click Update Tags.

Device Properties El

General Stored Procedure |

Stared procedure selection:

SF BIGIMT 1

Wwhen you zelect a stored procedure, the server will automatically update the tag
izt Far thiz device. IF you make any changes ta the selected stored pracedure in
your application pou will need to click the button Below ta manually update the
tag list.

[T Clear inputs after each execution.

¥ Reinitislize stored procedure when the last tag referenced is removed.

()% I Cancel Smply Help

Running as a System Service

Unlike OPC servers that only support Stand Alone program operation, this server can continue to supply OPC data
across user login or logout sessions by running as a System Service. This is crucial for applications in which the
server must provide data to OPC clients via DCOM. For these applications, the loss of a DCOM connection cannot
be tolerated.

Connecting Remotely in System Service Mode
This ODBC communications application supports running as a service under supported Microsoft Windows
operating systems. For operating system requirements, refer to the OPC server's help documentation.

Data Source Authentication

Windows NT Authentication

Some data sources may be configured to use authentication for security. The SQL Server can authenticate with
Windows NT authentication by default using the Network Login ID. This makes the SQL server login transparent,
and eliminates the need for a user name and password in the channel's Data Source Settings tab.

SQL Server Authentication

The SQL server also has its own authentication method. To connect the OPC server to the SQL server using SQL
authentication, users must set the authentication method in the SQL server to allow SQL authentication. Users
must also specify the Login ID and Password. After these parameters are defined, the user name and password
may then be entered in the OPC server in the channel's Data Source Settings tab. For more information, refer to
Setting up SQL Authentication.

See Also: Running as a System Service
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Channel Properties [&J

General ] Write Optimizations ] Advanced Data Source Settings l

Diata Source Selection

Data source:  |pubs I
Username:  [jiohn
Password: [~

Corfiqure DSN |

Login timeout: |15 —| seconds

oK Cancel Apphy Help

Setting up SQL Authentication

For information on setting up SQL authentication, refer to the instructions below. These steps usually only need
to be completed when running as a System Service and attempting to connect remotely to an SQL server.

1. Tostart, open the SQL Server Management Studio. Then, right-click on the SQL server icon in the
tree hierarchy and select Properties.
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& Microsoft SQL Server Management Studio

File Edit Miew Tools  Window

Community  Help

SWFYOEAS il
[ Databases
[ Security

[ server Objecks

[ Replication

| Management

[ Matification Services

._% SOL Server fAgent

2 New Query | [y | =f 0F I | (g | 5 @Y oY
i v| i Execute
AL Change Tvpe ~ ol
Ohiject Explarer
Conneck - | H2 £|

Disconneck

Register. ..

MNew Quety

Skop
Pause

Restart

Refresh

Properties

-

2. Open the Security page, and then choose SQL Server and Windows Authentication Mode. Then,

click OK.
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E Server Properties - DBASE

2 General

5 Memary

2 Processors

5 Security

2 Connections

1 Database Settings
2 Advanced

5 Pemizsions

Server:
DBASE

Connection:
DBASE NAdministrator

47 View connection properties

':_E Scrpt - m Help

IS[=] E3

22

Server authentication

= windows Authentication mode

f* SOL Server and Windows Authentication mode

Logitn auditing
= Mone
¥ Failed logins only
™ Successful login: anly

{~ Both failed and successful logins

Server proxy account

[~ Enable server proxy account

Prosy account: I

Ixxxxxxxxxx

Fazzmornd:

O ptions
[” Enable Common Criteria compliance

[~ Enable C2 audit tracing

[ Cross database awnership chaining
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3. Inthetree hierarchy, expand Security. Then, right-click on Logins and select New Login.

Microsoft SOL Server Management Studio

File Edit  Wiew Tools Window  Community  Help

Sl ewouery | Oy [ ofy ofy B | | S vk H @ BB B EE S

| -| } Execute p e | g | B - -E =
san | | Change Twpe « Y Bt | [i2 | @ 2
3 ] Object Explorer Details] - X
Connect - | 33 T [2] Ch 3 & T i @
=l | b DBASE (SGL Server 9.0.3077 - DBASE\Admin
[ Databases | .
[=1 [ Securiby Lj Loglns
ca w : DEASESecurbyiLogins 11 Ttemis)
[ Serve bew Login... |
3 Credel Filker 3
[3 Server Oby Mame | Creaked |
[ Replication R ' B BLIIL TIMY Admiristrators 3(12/2003
L3 Managem Refrash £% DBASE)SCLServer 2005MSF TEUser§DEASESMSS. 3/12/2008
C@ Notificatio P DBASE|SOLServer 2005MSSQLUSer§DBASESMSSC 3/12/2008
(B 5QL Server Agent & Jason 3i26/2008
&, KEPDOMAIM\ben gi22/2008
A NT AUTHORITYISYSTEM 3i12/2008
A test 31212008
Ready

4. Create a new user and define its privileges. Open the General page, and then define a user name and

password.
E Login Propetties - john M=] E3
Select ;S Script = u Help
|2 General
4 Server Floles
_’@' Uiser Mapping Login narme; I|D n Search.. |
2 Securables 1 windows authentication
15 Status
= SOl Server authentication
Pazzward; Iooo..oooo..ooo-
Confirm passward: Iooooooooooooooo

[~ Enforce password policy
[ Enforce password expiration

[T Usermust change password at next logir

" Mappedito certificate

Certificate name: I
Server
DI | Wappedito asymmetic key
Connection;
DBASE \Admiristrator Key name: |

2 View connection properties
Default databaze:

Drefault language:
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5. Next, open User Mapping and select the database to which the user will connect. Then, select a role for
the database that has been selected. In this example, Publicis used.

E Login Properties - john M=l E3
‘L_jg Script - u Help

2 General
g az::er:“laH;;?rfg Uzers mapped ta thiz lagin:
Eﬁ Securahles Map I Databasze I I ser I Default Schema |;|
|5 Shatus -
r
r
r
__________ |
v john _I
-
r
r
- =

[T | Guest account enabled/for pubs

[ratabaze rale membership for: pubs

[7] db_accessadmin
[] db_backupoperatar

SBBEEIE [] db_datareader
[] db_datawriter
Cannectian: [ db_ddladmin
DBASE\Adminiztratar [ db_denydatareader
7 Vigw connection properties [ db_denydatawiter
[] db_owener
[ db_securityadmin
[w] public

0. I Cancel

v

Note: The data source name (DSN) should have been configured before the OPC server was put in
System Service Mode. If this has not yet been done, proceed to ODBC Data Source Setup before
continuing with the instructions below.

6. Inthe OPC server, select Tools | Options. Then, open the Runtime Process tab.
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7. Inthe Selected Mode drop-down menu, select System Service. Then, click OK.

settings x|

R untime Optionz I Ewent Log | Hozt Resolution |
Adminiztration I Configuration Runtime Fracess

— Proceszs Mode

The zerver runtime can operate as a system zervice or run interactively in a specific user
gegzion. Changing this setting will causze the zerver to restart,

Selected mode: | System service j
— Procezs Priority — Procezsar Affinity
Check the following box bo run the If thiz PC haz mare than one TP you may limit
zervel process with the high priority execution to one or more specific CPUs from the
classification. lizt below,
Single CPU
™ High pricrity

] I Cancel Spply Help

8. Next, right-click on the channel and select Properties. Open the Data Source Setting tab, and then
click Configure DSN.
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Channel Properties

o |

General | Write Optimizations | Advanced Data Source Settings

— Data Source Selection

Data source: dBASE Files bl

User name:

Password:

Corfigure DSN |

Login timeaut: |5 _Ij seconds

oK | Cancel Al

Help

26
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9. Selectthe newly created DSN, and then click Configure.

-

e

-
SJ CDEC Data Source Administrator ﬁ

User DSN  System DSN | File DSM | Drivers I Tracing I Connection Pooling I About |

System Data Sources:

Mame I Diriver | Add...
S0L Server
Bemove
Corfigure...

An ODBC System data source stores information about how to connect to
m; the indicated data provider. A System data source is visible to all users
~! aon this machinge, including NT services.

0K Cancd sppl | el

10. Confirm the data source name and the server name. Then, click Next.

-

-
Create a New Data Source to 5L Server u

This wizard will help you create an ODBC data source that you can use to
connect to SGL Server.

| What name do you want to use to refer to the data source?

g MName: Ipubs

How do you want to describe the data source?

Description: I

Which SGL Server do you want to connect to?
Server: [SQL |

Finish I Mext > Cancel Help

b

11. Next, select the SQL Server Authentication radio button.
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12. Check the box next to Connect to SQL Server to obtain default settings... and then enter the user
name and password for the user that was defined in the SQL Server.

Microsoft SQL Server DSN Configuration Iﬁ

How should SGL Server verfy the authenticity of the login D7

| " With Windows NT authentication using the network login 1D

" With SQL Server authentication using a login |0 and password
entered by the user.

To change the networlk librany used to communicate with SGL Server,
click Client Configuration.

Cliert Configuration...

Connect to SGL Server to obtain default settings for the
additional corfiguration options.

~

Login ID: fiohn

Password: |M

< Back et = Cancel Help

L

13. Continue through the wizard, keeping the default settings.

14. Upon completion, test the data source connection by clicking Test Data Source. If the connection is
good, users will receive the message "Test Successful".
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ODBC Microsoft SQL Server Setup o
Anew ODBC data source will be created with the following
configuration:

Microsoft SGL Server ODBC Driver Version 06.01.7601 -

Data Source Name: pubs

Data Source Description:

Server: SQL

Database: (Default)

Language: (Default)

Translate Character Data: Yes

Log Long Running Queries: Na

Log Driver Statistics: No

Use Regional Settings: Mo

Prepared Statements Option: Drop temporary procedures on
disconnect

Use Failover Server: No

Use AMNSI| Quoted ldentifiers: Yes

Use AMNSI Mull, Paddings and Wamings: Yes
Data Encryption: Mo

oK | Cancel |

........
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Data Type

Description

Boolean

Single bit

Byte

Unsigned 8 bit value

bit 0 is the low bit
bit 7 is the high bit

Char

Signed 8 bit value

bit 0 is the low bit
bit 6 is the high bit
bit 7 is the sign bit

Word

Unsigned 16 bit value

bit 0 is the low bit
bit 15 is the high bit

Short

Signed 16 bit value

bit 0 is the low bit
bit 14 is the high bit
bit 15 is the sign bit

DWord

Unsigned 32 bit value

bit 0 is the low bit
bit 31 is the high bit

Long

Signed 32 bit value

bit 0 is the low bit
bit 30 is the high bit
bit 31 is the sign bit

Float

32 bit floating point value.

The driver interprets two consecutive 16 bit registers as a
floating point value by making the second register the high word
and the first register the low word.

Double

64 bit floating point value

String

Zero terminated character array. This driver limits string lengths
to 256 characters.

Note: The default data type is String.
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Address Descriptions

Tag validation will only occur when a tag is requested by a client application. If a link to the ODBC data source

cannot be made by the driver, the tag's data quality will be set to Bad. This will also occur if the address that the
tag references cannot be resolved by the driver; such as, if the address cannot be mapped to the data set in the
ODBC data source. When this occurs, an appropriate error message will be placed in the OPC server's Event Log.

See Also: Error Descriptions
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Error Descriptions

The following error/warning messages may be generated. Click on the link for a description of the message.

Address Validation

Missing address

Device address '<address>' contains a syntax error

Data Type '<type>' is not valid for device address '<address>'
Device address '<address>' is Read Only

Array support is not available for the specified address: '<address>'

Device Status Messages
Write request rejected on Read Only item reference '<channel name><device name><address>

ODBC Client Driver Specific Messages

Configuration

Unable to retrieve table names (Reason: ODBC Specific Error)

Unable to retrieve table column names (Reason: ODBC Specific Error)
Unable to retrieve table row count (Reason: ODBC Specific Error)

Unable to retrieve stored procedure names (Reason: ODBC Specific Error)
Unable to retrieve supported access methods (Reason: ODBC Specific Error)
Query validation failed due to the following: (Reason: ODBC Specific Error)

Runtime

Unable to connect to data source on channel '<channel name>' (Reason: ODBC Specific Error)
Unable to open recordset on device '<device name>' (Reason: ODBC Specific Error)

Unable to query recordset on device '<device name>' (Reason: ODBC Specific Error)

Unable to retrieve database value for tag '<tag address>' on device '<device name>' (Reason:
ODBC Specific Error)

Unable to write database value '<value>' for tag '<tag address>' on device '<device name>'
(Reason: ODBC Specific Error)

Unable to read internal tag <tag address>' on device '<device name>' (Reason: ODBC Specific
Error)

Unable to write to internal tag '<tag address>' on device '<device name>' (Reason: ODBC Specific
Error)

Unable to read parameter tag '<tag address>'. (Reason: ODBC Specific Error)

Unable to write to parameter tag '<tag address>' (Reason: ODBC Specific Error)

Unable to execute stored procedure ''<stored procedure name>' on device '<device nhame>'.
(Reason: ODBC Specific Error)

Call to execute stored procedure '<stored procedure name>' on device '<device name>' failed
(Reason: ODBC Specific Error)

Data source '<data source name>' is configured as Read Only (all writes will be rejected). Please
refer to the database configuration

Unable to write to item '<tag address>' (Reason: ODBC Specific Error)

Address Validation

The following error/warning messages may be generated. Click on the link for a description of the message.

Address Validation

Missing address

Device address '<address>' contains a syntax error

Data Type '<type>' is not valid for device address '<address>'
Device address '<address>' is Read Only

Array support is not available for the specified address: '<address>'

www. kepware.com



33

ODBC Client Driver Help

Missing address

Error Type:
Warning

Possible Cause:
A tag address that has been specified statically has no length.

Solution:
Re-enter the address in the client application.

Device address '<address>' contains a syntax error

Error Type:
Warning

Possible Cause:
A tag address that has been specified statically contains one or more invalid characters.

Solution:

1. If the address is dynamic, re-enter it in the client application.
2. If the address is static, re-enter it in the server application.

Data Type '<type>'is not valid for device address '<address>

Error Type:
Warning

Possible Cause:
A tag address that has been specified statically has been assigned an invalid data type.

Solution:
Modify the requested data type in the client or server application.

Device address '<address>"' is Read Only

Error Type:
Warning

Possible Cause:
A tag address accessed by that client has requested an access mode that is not compatible with what the data
source supports for that address.

Solution:
Change the access mode in the client application, under device properties or under the actual tag in the server's
tag data base.

Note:
Although some data sources do not support write access, others may support it just to certain items.

Array support is not available for the specified address: '<address>'

Error Type:
Warning

Possible Cause:
A tag address that has been specified statically contains an array reference for an address type that doesn't
support arrays.

Solution:
Re-enter the address in the client application to remove the array reference or correct the address type.
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Device Status Messag_]es

The following error/warning messages may be generated. Click on the link for a description of the message.

Device Status Messages
Write request rejected on Read Only item reference '<channel name><device hame><address>

Write request rejected on Read Only item reference '<channel name><device
name><address> '

Error Type:
Serious

Possible Cause:

1. The network connection between the data source and the host PC is broken (if data source is remote).

2. The data source path for the DSN is configured incorrectly or is nonexistent in the Microsoft® ODBC Data
Source Administrator.

3. The defined data source does not exist in the location specified in the Microsoft® ODBC Data Source
Administrator.

Solution:
1. Verify that the network connection between the PC with the ODBC Client Driver and the PC with the data source

(if data source is remote) is good.
2. Verify that the data source path for the DSN is correct.
3. Verify that the data source exists.
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ODBC Client Driver Specific Messages

The following error/warning messages may be generated. Click on the link for a description of the message.

ODBC Client Driver Specific Messages

Configuration

Unable to retrieve table names (Reason: ODBC Specific Error)

Unable to retrieve table column names (Reason: ODBC Specific Error)
Unable to retrieve table row count (Reason: ODBC Specific Error)

Unable to retrieve stored procedure names (Reason: ODBC Specific Error)
Unable to retrieve supported access methods (Reason: ODBC Specific Error)
Query validation failed due to the following: (Reason: ODBC Specific Error)

Runtime

Unable to connect to data source on channel '<channel hame>' (Reason: ODBC Specific Error)
Unable to open recordset on device '<device name>' (Reason: ODBC Specific Error)

Unable to query recordset on device '<device name>' (Reason: ODBC Specific Error)

Unable to retrieve database value for tag '<tag address>' on device '<device name>' (Reason:
ODBC Specific Error)

Unable to write database value '<value>' for tag '<tag address>' on device '<device hame>'
(Reason: ODBC Specific Error)

Unable to read internal tag <tag address>' on device '<device name>' (Reason: ODBC Specific
Error)

Unable to write to internal tag '<tag address>' on device '<device name>' (Reason: ODBC Specific
Error)

Unable to read parameter tag '<tag address>'. (Reason: ODBC Specific Error)

Unable to write to parameter tag '<tag address>' (Reason: ODBC Specific Error)

Unable to execute stored procedure ''<stored procedure name>' on device '<device name>'.
(Reason: ODBC Specific Error)

Call to execute stored procedure '<stored procedure name>' on device '<device name>' failed
(Reason: ODBC Specific Error)

Data source '<data source name>' is configured as Read Only (all writes will be rejected). Please
refer to the database configuration

Unable to write to item '<tag address>' (Reason: ODBC Specific Error)
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Unable to retrieve table names (Reason: ODBC Specific Error)

Error Type:
Serious

Possible Cause:

1. The ODBC data source is not available.
2. The ODBC data source does not contain any tables.

Solution:
1. Verify that the ODBC data source is configured properly and that it is accessible by the user or from a remote

machine.
2. Verify that the ODBC data source contains at least one table.

Note:
The ODBC Specific Error returned by the ODBC data source driver contains specific information on the cause of
the problem.

Unable to retrieve table column names (Reason: ODBC Specific Error)

Error Type:
Serious

Possible Cause:

1. The ODBC data source is not available.
2. The ODBC data source table does not contain any columns.

Solution:

1. Verify that the ODBC data source is configured properly and that it is accessible by the user or from a remote
machine.

2. Verify that the ODBC data source table contains at least one column.

Note:
The ODBC Specific Error returned by the ODBC data source driver contains specific information on the cause of
the problem.

Unable to retrieve table row count (Reason: ODBC Specific Error)

Error Type:
Serious

Possible Cause:

1. The ODBC data source is not available.
2. The ODBC data source table does not contain any records.

Solution:
1. Verify that the ODBC data source is configured properly and that it is accessible by the user or from a remote

machine.
2. Verify that the ODBC data source table contains at least one record.

Note:
The ODBC Specific Error returned by the ODBC data source driver contains specific information on the cause of
the problem.

Unable to retrieve stored procedure names. (Reason: ODBC Specific Error)

Error Type:
Serious

Possible Cause:

1. The ODBC data source is not available.
2. The ODBC data source table does not contain any stored procedures.

Solution:
1. Verify that the ODBC data source is configured properly and that it is accessible by the user or from a remote
machine.
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2. Verify that the ODBC data source contains at least one stored procedure.

Note:
The ODBC Specific Error returned by the ODBC data source driver contains specific information on the cause of
the problem.

Unable to retrieve supported access methods (Reason: ODBC Specific Error)

Error Type:
Warning

Possible Cause:
The ODBC data source is not available.

Solution:
Verify that the ODBC data source is configured properly and that it is accessible by the user or from a remote
machine.

Note:
The ODBC Specific Error returned by the ODBC data source driver contains specific information on the cause of
the problem.

Query validation failed due to the following: (Reason: ODBC Specific Error)

Error Type:
Serious

Possible Cause:

1. The ODBC data source is not available.
2. The ODBC data source can not satisfy the requirements of the query statement.

Solution:

1. Verify that the ODBC data source is configured properly and that it is accessible by the user or from a remote
machine.

2. Verify that the query statement is valid for the ODBC data source.

Note:
The ODBC Specific Error returned by the ODBC data source driver contains specific information on the cause of
the problem.

Unable to connect to data source on channel '<channel name>' (Reason: ODBC
Specific Error)

Error Type:
Serious

Possible Cause:

1. The ODBC data source is not available.
2. The ODBC data source is not accessible based on user name and password.

Solution:

1. Verify that the ODBC data source is configured properly and that it is accessible by the user or from a remote
machine.

2. Verify that the authentication settings are properly configured in the data source (if applicable).

'Login failed for user 'NT AUTHORITY\ANONYMOUS LOGON'

Note:
The ODBC Specific Error returned by the ODBC data source driver contains specific information on the cause of
the problem.

See Also:
Data Source Authentication

www. kepware.com



ODBC Client Driver Help

38

Unable to open recordset on device '<device name>"' (Reason: ODBC Specific
Error)

Error Type:
Serious

Possible Cause:

1. The ODBC data source is not available.
2. The ODBC data source is not accessible based on user name and password.
3. The table or query specified by the device no longer exists.

Solution:

1. Verify that the ODBC data source is configured properly and that it is accessible by the user or from a remote
machine.

2. Verify that the table or query is supported by the data source.

Note:
The ODBC Specific Error returned by the ODBC data source driver contains specific information on the cause of
the problem.

Unable to query recordset on device '<device name>"' (Reason: ODBC Specific
Error)

Error Type:
Serious

Possible Cause:
The ODBC data source is no longer available.

Solution:
Verify that the ODBC data source is accessible by the user or from a remote machine.

Note:
The ODBC Specific Error returned by the ODBC data source driver contains specific information on the cause of
the problem.

Unable to retrieve database value for tag '<tag address>"' on device '<device
name>'

Error Type:
Serious

Possible Cause:

1. The ODBC data source is no longer available.
2. The tag represents an address that can not be resolved into a value available from the data source.

Solution:

1. Verify that the ODBC data source is accessible by the user or from a remote machine.
2. Verify that the tag represents an address that is supported by the data source and/or access method.

Unable to write database value '<value>' for tag '<tag address>' on device
'<device name>'

Error Type:
Serious

Possible Cause:

1. The ODBC data source is no longer available.

2. The tag represents an address that can not be resolved into a value available from the data source.
3. The ODBC data source does not allow write access to this value.

Solution:

1. Verify the ODBC data source is accessible by the user or from a remote machine.

2. Verify that the tag represents an address that is supported by the data source and/or access method.
3. Verify that the value is write-able in the ODBC data source configuration.
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Unable to read internal tag <tag address>' on device '<device name>'
(Reason: ODBC Specific Error)

Error Type:
Serious

Possible Cause:
The internal tag depends on a successful response from the ODBC data source which is no longer available.

Solution:
Verify that the ODBC data source is still accessible by the user or from a remote machine.

Note:
The ODBC Specific Error returned by the ODBC data source driver contains specific information on the cause of
the problem.

Unable to write to internal tag '<tag address>' on device '<device name>'
(Reason: ODBC Specific Error)

Error Type:
Serious

Possible Cause:
The internal tag depends on a successful response from the ODBC data source which is no longer available.

Solution:
Verify the ODBC data source is still accessible by the user or from a remote machine.

Note:
The ODBC Specific Error returned by the ODBC data source driver contains specific information on the cause of
the problem.

Unable to read parameter tag '<tag address>'. (Reason: ODBC Specific Error)

Error Type:
Serious

Possible Cause:
The parameter tag for a stored procedure is no longer available or requires a data type not supported by the
driver.

Solution:
Verify that the parameter tag for the stored procedure is valid and the data type is supported by the driver.

Note:
The ODBC Specific Error returned by the ODBC data source driver contains specific information on the cause of
the problem.

Unable to write to parameter tag '<tag address>' (Reason: ODBC Specific
Error)

Error Type:
Serious

Possible Cause:
The parameter tag for a stored procedure is no longer available or requires a data type not supported by the
driver.

Solution:
Verify that the parameter tag for the stored procedure is valid and the data type is supported by the driver.

Note:
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The ODBC Specific Error returned by the ODBC data source driver contains specific information on the cause of
the problem.

Unable to execute stored procedure '"<stored procedure name>' on device
'<device name>"'. (Reason: ODBC Specific Error)

Error Type:
Serious

Possible Cause:
An operation that is required to be performed prior to calling the stored procedure has failed.

Solution:
Verify that the ODBC data source is configured properly for this stored procedure.

Note:
The ODBC Specific Error returned by the ODBC data source driver contains specific information on the cause of
the problem.

Call to execute stored procedure '<stored procedure name>' on device
'<device name>' failed (Reason: ODBC Specific Error)

Error Type:
Serious

Possible Cause:

1. The ODBC data source is not available.
2. The ODBC data source is not accessible based on user name and password.
3. The input parameters are not valid.

Solution:

1. Verify that the ODBC data source is configured properly and that it is accessible by the user or from a remote
machine.

2. Verify that input parameters are set properly before executing the stored procedure.

Note:

The ODBC Specific Error returned by the ODBC data source driver contains specific information on the cause of
the problem.

Data source '<data source name>' is configured as Read Only (all writes will
be rejected)

Error Type:
Serious

Possible Cause:
The ODBC data source is configured such that writes are not allowed.

Solution:
If writes are required, ensure that the data source is configured to allow write access.

Unable to write to item '<tag address>"' (Reason: ODBC Specific Error)

Error Type:
Serious

Possible Cause:

1. The tag is no longer available or requires a data type not supported by the driver.

2. The OPC Server is unable to communicate with the data source.

3. The database is read only.

4. If the data source is on another PC (other than the OPC server), communications to that PC might be lost.

Solution:

1. Verify that the tag is valid and the data type is supported by the driver.
2. Verify that the data source configuration is correct.

www. kepware.com




41

ODBC Client Driver Help

3. Verify that the data source has write permissions.

4. Check physical connections between the OPC server PC and the data source PC.

Note:

The ODBC Specific Error returned by the ODBC data source driver contains specific information on the cause of

the problem.

See Also:
Data Source Setup
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Unable to retrieve table names (Reason: ODBC Specific Error) 36
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Unable to write to internal tag '<tag address>' on device '<device name>' (Reason: ODBC
Specific Error) 39

Unable to write to item '<tag address>' (Reason: ODBC Specific Error) 40
Unable to write to parameter tag '<tag address>' (Reason: ODBC Specific Error) 39

Vv

Validate 15

w

Write request rejected on Read Only item reference '<channel name><device
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